54-1 - CHASSIS ELECTRICAL - General/Immobilizer System

~ GROUP 54
CHASSIS ELECTRICAL

GENERAL
OUTLINE OF CHANGE

The following service procedures have been revised due to the change in the immobilizer-ECU.

e Troubleshooting
e Encrypted code registration method

IMMOBILIZER SYSTEM

TROUBLESHOOTING
INSPECTION CHART FOR DIAGNOSIS CODES <4G6>

Diagnosis code No. | Inspection items Reference -
page

11 Transponder communication system or radio interference of encrypted code | 54-2

12 Encrypted code are not the same or are not registered 54-2

NOTE
Diagnosis code is not recorded.
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INSPECTION PROCEDURE FOR DIAGNOSIS CODES <4G6>

Code No.11 Transponder communication system or radio | Probable cause
interference of encrypted code
e The encrypted code of the transponder is not sent to the immobilizer-ECU | ® Radio interference of encrypted code
immediately after the ignition switch is turned to ON position. e Malfunction of transponder
e |ftheengineis started while severalignition keys areinthe vicinity, theninterference | ® Malfunction of ignition key ring antenna
between the different keys may occur, which will cause this code to be generated. | ® Malfunction of harness or connector
. e Malfunction of immobilizer-ECU
Yes "~
Are there any other ignition keys in the »| Move other keys well away from key
vicinity of the ignition key being used being used.
to for starting? ‘
No
Check trouble symptom.
[NG
- OK — - -
Does the engine start using the spare »| Replace the ignition key that does not »| Re-register the encrypted code
ignitionkeywhich hashadtheencrypted work. (Refer to P.54-9.)
code registered?
NG Code No.12
occeurs.
Diagnosis code check J—» To INSPECTION PROCEDURE FOR
‘Code No.11 ocours. DIAGNOSIS CODE No.12. !
NG
Ignition key ring antenna continuity —————— Replace
check
‘OK
Check the followi tors r——————>NG Repai
eck the following connectors: epair
C-36, C-71
OK
NG NG .
Check trouble symptom. }————» Checktheharnessbetweentheimmobi- [—————— Repair
lizer-ECU and key ring antenna.
L
Replace the immobilizer-ECU. ]L———————» Register the password (secret code)
I and encrypted code. (Refer to P.54-9.)

Code No.12 Encrypted codes are not the same or not | Probable cause
registered.

The encrypted code whichis sentfromthe transponderis notthe same astheencrypted | ® The encrypted code in the ignition key being used

code which is registered in the immobilizer-ECU. has not been properly registered.
e Malfunction of immobilizer-ECU

' NG
Re-register the encrypted code (———| Check trouble symptom. 4]—»[ Replace the immobilizer-ECU. I
(Refer to. P.54-9.) {
i

Register the password (secret code)
and encrypted code. (Refer to P.54-9.)
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INSPECTION CHART FOR DIAGNOSIS CODES <4D5>

Diagnosis code No. Inspection items Reference page

11* Transponder communication system or radio interference of | 54-2
encrypted code

12* Encrypted codes are not the same or not registered 54-2

21 Communication system between fuel cut valve controller and | 54-3
immobilizer-ECU

22 Malfunction of fuel cut valve controller system 54-4

23* Identification codes are not identical 54-4

NOTE

*. diagnosis code Nos. 11, 12, 23 are recorded.

INSPECTION PROCEDURE FOR DIAGNOSIS CODES <4D5>

For diagnosis code numbers other than those listed below, refer to “INSPECTION PROCEDURE FOR
DIAGNOSIS CODES <4G6>".

Code No.21 Communication system between fuel cut | Probable cause
valve controller and immobilizer-ECU
The confirmation code is not sent from the fuel cut valve controller within the specified | ® Malfunction of harness or connector

time after the ignition key is turned to ON or, an incorrect code is sent. e Malfunction of fuel cut valve controller
e Malfunction of immobilizer-ECU

NG
[ Check the following connectors: A-90, C-19, C-36 ]—————————» Repair
¢0K
I Check trouble symptom. |
‘NG
- = NG .
Check the harness betweenthe immobilizer-ECU and fuel cut valve ——————— Repair
controller.
LOK
—— NG .
Check the fuel cut valve controller power source and earth circuit. ————  Repair
(Refer to P.54-8, Inspection Procedure 6.)
¢0K
NG
] Check trouble symptom. }———————»[ Replace the immobilizer-ECU. ]

¢

Register the password (secret code), reset the code to the factory
setting and register the encrypted code. (Refer to P.54-9.)

¢

l Check trouble symptom. I
¢NG

[ Replacethe fuel cut valve controller (fuel injection pump assembly). ]
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54-4

system

Code No.22 Malfunction of fuel cut valve controller

Probable cause

The cause is probably a malfunction of the fuel cut valve controller.

o Malfunction of fuel cut valve controller

Check the fuel cut valve controller power source and earth circuit.
(Refer to P.54-8, Inspection Procedure 6.)

¢OK

[ Check trouble symptom.

NG
I—>| Replacethe fuel cut valve controller (fuel injection pump assembly). |

Code No.23 Identification codes are not identical

Probable cause

The identification code received from the immobilizer-ECU is not identical to the
identification code that has been recorded in the fuel cut valve controller.

® Resetting the code to the factory setting is not made
using the MUT-II
e Malfunction of fuel cut valve controller

Use the MUT-II to reset the code to the factory setting.
(Refer to P.54-10.)

l Check trouble symptom.

NG
I—»fReplacethefuel cut valve controller (fuel injection pump assembly). |

'

| Check trouble symptom. |
‘NG

| Replace the immobilizer-ECU. I

'

Register the password (secret code), reset the code to the factory
setting and register the encrypted code. (Refer to P.54-9.)

INSPECTION CHART FOR TROUBLE SYMPTOMS

Trouble symptom Inspection procedure No. | Reference page
Communication with MUT-II is impossible 1 54-5
Encrypted code cannot be registered using the MUT-II 2 54-6
Engine does not start (Cranking but no initial combustion). | 3 54-6
<4G6>

Engine does not start (Cranking but no initial combustion). | 4 54-7
<4D5>

Malfunction of the immobilizer-ECU power source and | 5 54-8
earth circuit

Malfunction of the fuel cut valve controller power source | 6 54-8
and earth circuit <4D5>
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INSPECTION PROCEDURE FOR TROUBLE SYMPTOMS

Inspection Procedure 1

Communication with MUT-II is impossible

Probable cause

is not functioning.

The cause is probably that a malfunction of the diagnosis line or the immobilizer-ECU

e Malfunction of diagnosis line
e Malfunction of harness or connector
o Malfunction of immobilizer-ECU

<4G6>

No

Can the MUT-II communicate with the
engine-ECU?

NG

Yes

Y

NG

Measureatengine-ECUconnectorC-51

and immobilizer-ECU connector C-36.

o Disconnect the connector and
measure at the harness side.

e Continuity between the C-51
terminal No. 51 and C-36 terminal
No. 5
OK: Continuity

Check the following connectors:

C-19, C-53

———» Repair

OK

NG

Check trouble symptoms.

’.____._.>

NG

/

Check the engine-ECU power supply
and earthcircuit, andrepairifnecessary.

NG

OK

Y

NG

Check trouble symptoms.

e .

<4D5>

»| Check the following connectors:

C-19, C-36, C-51

——————— Repair

OK

NG

Check trouble symptoms.

,—»

repair if necessary.

Check the harness wire between the
engine-ECU and immobilizer-ECU, and

Check the harness between the

immobilizer-ECU power circuit and the

earth circuit. (Refer to P.54-8,
Inspection Procedure 5.)

LOK

Check trouble symptoms.

NG
]—>[ Replace the immobilizer-ECU.

and the encrypted code.
(Refer to P54-9)

Register the password (secret code)

NG

Measure atimmobilizer-ECU connector

C-36 and diagnosis connector C-35.

e Disconnect the connector and
measure at the harness side.

e Continuity between the C-36
terminal No. 12 and C-35 terminal
No. 7
OK: Continuity

Check the following connectors:

C-35, C-36

NG

——————— Repair

OK

NG

Check trouble symptoms.

I—»

OK

Y

Check the harness wire between the
immobilizer-ECU, and diagnosis con-
nector, and repair if necessary.

NG

Check trouble symptoms.

e

Check the harness between the

immobilizer-ECU power circuit and the

earth circuit. (Refer to P.54-8,
Inspection Procedure 5.)

OK

Check trouble symptoms.

Replace the immobilizer-ECU.

NG \

'

Register the password (secret code),
reset the code to the factory setting and
register the encrypted code.

(Refer to P54-9)
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Inspection Procedure 2

Encrypted code cannot be registered using the MUT-II Probable cause
The causeis probably thatthere is no encrypted code registered intheimmobilizer-ECU | e Malfunction of transponder
or there is a malfunction of the immobilizer-ECU. e Malfunction of ignition key ring antenna
e Malfunction of harness or connector
e Malfunction of immobilizer-ECU
No -
| No ignition key can be registered. }—» Replace the ignition key that cannot be »| Re-register the encrypted code.
Y registered. (Refer to P.54-9.)
es
Yes
| Is a diagnosis code displayed? |———={ To INSPECTION CHART FOR DIAG-
‘No NOSIS CODE. (Refer to P.54-13.)
OK NG
Check the immobilizer-ECU power 4>[ Check trouble symptom. |—>l Replace the immobilizer-ECU. I
source and the earth circuit. (Refer to
P.54-8, Inspection Procedure 5.) ¢

<4G6>

Register the password (secret code)
and the encrypted code.

(Refer to P.54-9.)

<4D5>

Register the password (secret code),
reset the code to the factory setting and
register the encrypted code.

(Refer to P.54-9.)

Inspection Procedure 3

Engine does not start (Cranking but no initial combus- | Probable cause
tion). <4G6>
If the fuel injectors are not operating, there might be a problem with the MPI system | ® Malfunction of MPI system
in addition to a malfunction of the immobilizer system. e Malfunction of immobilizer-ECU
It is normal for this to occur if an attempt is made to start the engine using a key
that has not been properly registered.
NG
Check the system voltage during crank- ——— | Check the battery.
ing
OK: 8 V or more
¢0K
Yes
Is a diagnosis code displayed from the »| To INSPECTION CHART FOR DIAG-
immobilizer-ECU? NOSIS CODE. (Refer to P.54-1.)
‘No
Yes
Is a diagnosis code displayed from the »| Refer to Basic Manual GROUP 13A -
engine-ECU? Troubleshooting.
lNo
Check the starting system. (Refer to
Basic Manual GROUP 13A - Trouble-
shooting.)
¢OK
| Check trouble symptom. l
‘NG
- — OK NG
Check the immobilizer-ECU power ——— | Check trouble symptom. '—>| Replace the immobilizer-ECU.

source and the earth circuit. (Refer to
P.54-8, Inspection Procedure 5.)

Register the password (secret code)
and the encrypted code.
(Refer to P.54-9.)
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Inspection Procedure 4

tion). <4D5>

Engine does not start (Cranking but no initial combus-

Probable cause

that has not been properly registered.

If no fuel injection, there might be a problem with the fuel injection system in addition
to a malfunction of the immobilizer system.
It is normal for this to occur if an attempt is made to start the engine using a key

e Malfunction of diesel fuel injection system
e Malfunction of immobilizer-ECU

ing
OK: 8 V or more
‘OK

NG

Yes

Check the system voltage during crank- ————| Check the battery.

Is a diagnosis code displayed from the
immobilizer-ECU?

No

v

NG

To INSPECTION CHART FOR DIAG-
NOSIS CODE. (Refer to P.54-3.)

Measure atimmobilizer-ECU connector

C-36.

e Disconnect the connector and
measure at the harness side.

e |gnition switch: ON

e \oltage between terminal No. 6 and
body earth.
OK: System voltage

¢0K

Check the diesel fuel injection system.
(Refer to Basis Manual GROUP 13E
- On-vehicle Service.)

OK

\i

ply and the earth circuit. (Referto P.54-8
, Inspection Procedure 5.)

OK

Check the immobilizer-ECU power sup- ——— | Check trouble symptom.

Check the following connectors:
C-36, C-87, C-88

OK

Check trouble symptoms.

NG

NG

——

— Repair

Check the harness wire between the
immobilizer-ECU and ignition switch

IG1, and repair if necessary.

]NG—>[ Replace the immobilizer-ECU. I

Register the password (secret code),
reset the code to the factory setting and
register the encrypted code.

(Refer to P.54-9.)

'

I Check trouble symptom. ]
‘NG

Replace the fuel cut valve controller
(fuel injection pump assembly).




CHASSIS ELECTRICAL - Immobilizer System

54-8

Inspection Procedure 5

Malfunction of the immobilizer-ECU power source and earth circuit

(1) NG

Measure at the immobilizer-ECU con-
nector C-36.
e Disconnect the connector
measure at the harness side.
e |Ignition switch: ON
(1) Voltage between terminal No. 7 and
body earth.
OK: System voltage
(2) Continuity between terminal No. 3
and body earth.
OK: Continuity

and

NG

&(2) NG

NG

Check the following connector:
C-36

OK

NG

Check trouble symptom.

Inspection Procedure 6

'————>

Check the following connectors:
<4G6>

C-19, C-36, C-53

<4D5>

C-36, D-82, C-86

OK

NG

Check trouble symptom.

——— Repair

Checktheharness betweentheimmobi-

necessary.

lizer-ECU and body earth and repair if

——— Repair

<4G6>
Checktheharnessbetweentheimmobi-
lizer-ECU and engine control relay, and
repair if necessary.

<4D5>

Checktheharness betweentheimmobi-
lizer-ECU and junction block, and repair
if necessary.

<4D5>

Malfunction of the fuel cut valve controller power source and earth circuit

Measure at the fuel cut valve controller

connector A-90.

e Disconnect the connector
measure at the harness side.

® Ignition switch: ON

(1) Voltage between 2 and body earth.
OK: System voltage

(2) Continuity between 3 and body
earth.
OK: Continuity

and

(1) NG

NG

@) NG

Check the following connectors:
A-90, C-19, C-87, C-88

S

¢0K

NG

‘ Check trouble symptom.

B

NG

Check the following connectors:

S————

A-90, C-94
lOK

NG

Repair

Check the harness between the fuel cut
valve controller and junction block, and
repair if necessary.

Repair

I Check trouble symptom.

e

Check the harness between the fuel cut
valve controller and earth, and repair
if necessary.
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CHECK AT IMMOBILIZER-ECU
Terminal Voltage Check Chart

<4G6>

[(1]2 3|4]5]
6]7]8[9]10[11]12
20F0191
Terminal No. | Signal Checking requirements Terminal voltage
3 Immobilizer-ECU earth Always ov
6 Ignition switch-IG <4D5> Ignition switch: OFF oV
Ignition switch: ON System voltage
7 Immobilizer-ECU power supply | Always System voltage

Immobilizer-ECU power supply
<4D5>

Ignition switch: OFF or approx. 5 or more | 0V
seconds after switch has been turned from
ON to OFF.

Ignition switch: ON or within approx. 5 | System voltage
seconds after switch has been turned from
ON to OFF.

Encrypted Code Registration Method

If using an ignition key that has just been newly purchased,
or if the immobilizer-ECU has been replaced, you will need
to register the encrypted codes for each ignition key being
used into the immobilizer-ECU. (A maximum of eight different
encrypted codes can be registered.)

Moreover, when the immobilizer-ECU has been replaced, you
will need to use the MUT-II to input the vehicle secret code
and to register the password (secret code) that the user
specifies into the immobilizer-ECU. (Refer to the “MUT-II
REFERENCE MANUAL” or “MUT-II OPERATING
INSTRUCTIONS”)

Caution

Because registering of the encrypted codes is carried
out after all previously-registered codes have been
erased, you should have ready all of the ignition keys
that have already been registered.
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1. Connect the MUT-II to the diagnosis connector.

\ Caution

Turn off the ignition switch before connecting or
disconnecting the MUT-II.

7/
< @ 2. Check that the diagnosis code No.54 is not being
Qa0 generated by the engine-ECU. If it is being generated
Yoo /ﬁ check according to the Troubleshooting Procedures.
7 =

MB991 502')A1svo1oa

3. Use the ignition key that is to be registered to turn on
the ignition switch.

4. Use the MUT-II to register the encrypted code. To register
the second or subsequent key, leave the MUT-II
connected and remove the first registered key. Within
5 seconds insert the key to be registered and turn on
the ignition switch.

NOTE
Atfter 5 seconds have elapsed, the key registration must
be repeated from the beginning because the key
registration mode terminates.

5. This complete the registration operation. Turn the ignition
switch OFF and leave it for approx. 10 seconds.

6. Check that the engine can be started with each of the
ignition keys.

7. Check the diagnosis output from the engine-ECU, and
erase code No.54 if it appears.

Resetting the code to the factory setting <4D5>

Refer to the “MUT-II REFERENCE MANUAL” or “MUT-UI
OPERATING INSTRUCTIONS” on handling the MUT-II.

NOTE

Resetting the code to the factory setting refers to the process
of clearing the identification code which has been recorded
in the fuel cut valve controller and switching the controller
to learning mode. After this resetting is carried out, the
identification code in the immobilizer-ECU will be recorded
in the controller the next time the ignition switch is turned

to the ON.
1. Connect the MUT-II to the diagnosis connector.
Caution

Turn off the ignition switch before connecting or
disconnecting the MUT-II.

2. Turn on the ignition switch.
3. Use the MUT-II to reset the code to the factory setting.

NOTE
Approximately 16 minutes are required to complete
resetting the code to the factory setting.

4. Disconnect the MUT-IL



NOTES
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